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Acceptable Use Policy

Purpose 

An Acceptable Use Policy describes how your organization’s information technology resources are to be used and specifies what actions are prohibited. No policy can cover every situation, so users are asked to use common sense when using company resources. Since inappropriate use of corporate systems exposes the company to risk, it is important to specify exactly what is permitted and what is prohibited. 
Scope 

The scope of this policy should include any and all use of your organization’s information technology resources, including but not limited to, computer systems, email, the network, and the corporate Internet connection.
Policy 

E-mail Use
Personal usage of company email systems is prohibited. Users should use corporate email systems for business communications only, according to the following guidelines: 
· Spamming, harassment, communicating threats, solicitations, chain letters, or pyramid schemes are never permitted. Users is prohibited from forging email header information or attempting to impersonate another person.

· Information that is considered confidential or proprietary to the company may not be sent via email, regardless of the recipient, without proper encryption.

· It is company policy not to open email attachments from unknown senders, or when such attachments are unexpected.

· Email systems are not designed to transfer large files, so emails should not contain attachments of excessive file size.
Network Resources 
The following actions shall constitute unacceptable use of your organization’s network. This list is not exhaustive but is included to provide a frame of reference for types of activities that are deemed unacceptable. The user may not use the network and/or systems to:

· Engage in activity that is illegal under local, state, federal, or international law.

· Engage in any activities that may cause embarrassment, loss of reputation, or other harm to the company.

· Disseminate, discriminatory, sexist, racist, abusive, rude, annoying, insulting, threatening, obscene, or otherwise inappropriate messages or media.
· Engage in activities that cause an invasion of privacy for consumers or fellow employees.
· Engage in activities that cause disruption to the workplace environment or create a hostile workplace.
· Make fraudulent offers for products or services.
· Perform port scanning, security scanning, network sniffing, keystroke logging, or other IT information gathering techniques when not part of employee’s job function.
· Install or distribute unlicensed or pirated software.
· Reveal personal or network passwords to others, including family, friends, or other members of the household when working from home or remote locations.
Blogging and Social Networking 
Blogging and social networking by your employees are subject to the terms of this policy, whether performed from the corporate network or from personal systems. Blogging and social networking, as a representative of your organization, must be formally approved prior to use. The user assumes all risks associated with blogging and/or social networking.
Web Browsing 
The Internet is a network of interconnected computers of which the company has very little control. The employee should recognize this when using the Internet and understand that it is a public domain and he or she can come into contact with information, even inadvertently, that he or she may find offensive, sexually explicit, or inappropriate. The company is specifically not responsible for any information that the user views, reads, or downloads from the Internet. 
Personal usage of company computer systems to access the Internet is permitted during lunch, breaks, and before/after business hours, as long as such usage follows pertinent guidelines elsewhere in this document and does not have a detrimental effect on the company or on the user’s job performance.
Copyright Infringement 
The company’s computer systems and networks must not be used to download, upload, or otherwise handle illegal and/or unauthorized copyrighted content.
Monitoring and Privacy
Users should expect no privacy when using your organization’s network or company resources. The company reserves the right to monitor any and all use of the computer network. 
Personal Usage
Personal use of company computer systems, not otherwise described within this policy, is not permitted under any circumstances.
Remote Desktop Access
Use of non-company-supplied remote desktop software and/or services is prohibited.

Circumvention of Security 
Using company-owned or company-provided computer systems to circumvent any security systems, authentication systems, user-based systems, or escalating privileges is expressly prohibited. Knowingly taking any actions to bypass or circumvent security is expressly prohibited.

Non-Company-Owned Equipment 
Non-company-provided equipment is expressly prohibited on the company’s network.
Software Installation

Installation of non-company-supplied programs is prohibited.
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